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Across the reviewed evidence, relationship-based online frauds are described as
multi-stage deceptions that commonly use fabricated or impersonated social-media
profiles—including Facebook and Instagram—to attract targets, present narrative-
style profile content emphasizing self- and desired-partner descriptions while
excluding non-narrative demographic fields, sustain communication over multiple
letters or conversations, and escalate to financially framed extractions such as fake
investment schemes or emergency/crisis scenarios. One analysis examined seven
scam letter sets containing 18-23 letters each. Another study analyzed a two-year
corpus of 53 authentic conversations between a romance scammer and the victim-
author. Reported deception types in the reviewed material show fake investment
schemes as the most common (54.2%) and emergency scenarios as the second
most common (43.0%). The literature also notes limited scholarly attention to

fraudsters’ communication strategies and factors influencing those strategies.
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Across the reviewed evidence, relationship-based online frauds are described as multi-stage
deceptions that commonly use fabricated or impersonated social-media profiles—including Facebook
and Instagram—to attract targets, present narrative-style profile content emphasizing self- and
desired-partner descriptions while excluding non-narrative demographic fields, sustain
communication over multiple letters or conversations, and escalate to financially framed extractions
such as fake investment schemes or emergencyy/crisis scenarios. One analysis examined seven

scam letter sets containing 18-23 letters each. Another study analyzed a two-year corpus of 53
authentic conversations between a romance scammer and the victim-author. Reported deception
types in the reviewed material show fake investment schemes as the most common (54.2%) and
emergency scenarios as the second most common (43.0%). The literature also notes limited

scholarly attention to fraudsters’ communication strategies and factors influencing those strategies.
[51[2][1][4][6][7]

Staged progression and experimental confirmation

Independent analyses support components of a stage-like sequence in relationship-based fraud. One
study analysed seven scam letter sets, each containing 18-23 letters. A separate finding reports
that a fake profile functions as a key initial mechanism for attracting and connecting with potential
romance-fraud victims. Another study compiled a corpus of 53 conversations between romance

scammers and the author, collected over a two-year period (2021-2023). [2] [8] [6]

Controlled sequential-communication experiments and offender-facing interaction studies provide
process-level confirmation that money requests typically follow extended rapport-building rather
than appearing at first contact, and that offenders adapt some communicative features in response
to perceived reward signals from targets. Authors of these experimental studies caution about
sample and identifiability limits, but the findings align with corpus-based observations of staged

escalation. [71[9] [6]
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Profile construction and target selection

Offenders commonly create idealized, formulaic, or stolen-photo personas aimed at maximizing
perceived credibility and fit with target preferences; comparative profile-corpus studies report
narrower vocabulary, recurring personal-attribute adjectives (e.g., 'honest’, 'loving'), and frequent
use of first-person constructions consistent with template reuse. These linguistic and corpus findings
also report frequent claims of high-status occupations (military, executive, medical) to justify later

requests. [1][10]

Case analyses and complaint datasets show that 80% of the offenses were linked to romance scams,
and that offenders used Facebook and Instagram to impersonate people and to create fake profiles
that advertise attractive individuals or make initial approaches on social networks. One study
experimentally used known scammer profiles alongside verified genuine profiles that were matched

by gender and age. [5] [12] [11]

Grooming mechanics and persuasion techniques

Qualitative message-corpus studies, thematic analyses of victim testimonials, and discourse-analytic
work identify a recurrent set of persuasion techniques used during grooming: personalization,
reciprocity and commitment appeals, manufactured crises and urgency framing, invocation of
apparent authority figures, progressive intimacy ('love-bombing'), and repeated small requests
(photographs, minor gifts, contact details) used as early compliance probes. These techniques are

typically combined and sequenced to normalize requests and reduce critical evaluation. [13][2][14]

These techniques are typically combined and sequenced to normalize requests and reduce critical
evaluation; multiple observational studies note that small earlier compliance acts (information, gifts)
commonly precede larger monetary requests and that crisis narratives are frequently used at the

point of extraction. [3] [2]
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Extraction pathways and investment-hybrid
(pig-butchering) variants

Final extraction commonly employs framed emergencies (medical, travel/customs, legal) and, in a
large share of recent samples, investment narratives. Studies of pig-butchering and related hybrid
romance-investment schemes document a pattern in which offenders first build prolonged trust and
later steer victims toward fraudulent trading or investment platforms showing apparent early

returns; victims then face escalating deposit requests and withdrawal obstacles. [4] [15] [16] [17]

Empirical sources and convicted-case analyses report diverse cash-out channels in
practice—including gift cards, money-transfer services, bank transfers, and cryptocurrency
wallets—and document that escalation from small initial transfers to large sums is a commonly

reported trajectory in victim accounts. [3] [5][18]

Organizational modes and offender perspectives

Operational modes vary across contexts: documentary analyses of convictions and investigator
interviews describe structured, role-specialized groups with distinct functions (account/identity
creation, chat/grooming personnel, technical support, and cash-withdrawal or money-movement
roles). These organizational findings are based on court judgments, investigator reporting, and

multi-site qualitative descriptions. [19] [20] [21]

The batch includes offender-facing research from Ghana: an ethnographic study using interviews
and observations of Ghanaian romance-fraud offenders (methods described) and a hotspot survey
that sampled 320 respondents from validated Ghanaian internet romance fraud hotspots. A separate

survey of 397 respondents found 303 (76.4%) reported having engaged in some form of cybercrime.
[23][22] [24]

Methodological patterns, limitations, gaps, and future
directions

The evidence base is methodologically heterogeneous: high-value contributions include PRISMA-
guided reviews, crime-script and correspondence analyses, offender interviews, court-file

documentary studies, controlled sequential-communication experiments, and blockchain forensics.
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This diversity enables triangulation of recurring tactics but also produces evidence-specific limits to

inference because many studies use small, purposive, geographically bounded samples or rely on

Important evidence gaps identified by authors include: (a) systematic, ethically approved offender
interview studies across diverse jurisdictions to explain motives and decision rules; (b) larger
authenticated datasets that link conversation transcripts to confirmed payment flows (including
blockchain tracing where relevant); (c) cross-platform comparative research to test whether
persuasion repertoires vary by platform or scam subtype; and (d) longitudinal or experimental

replication to measure attacker adaptation and tactic effectiveness. [26] [4] [7] [16]

Where evidence supports it, authors recommend combining offender-facing qualitative work, larger
authenticated conversation-to-transfer datasets (including blockchain tracing for crypto-enabled
schemes), and replication of sequential-communication experiments with larger, better-validated
samples to strengthen causal inference about tactic effectiveness and offender adaptation. Cross-
disciplinary approaches—linking discourse analysis, behavioral experiments, and forensic

tracing—are repeatedly proposed. [7]1[8][16] [6]
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This Al-assisted synthesis is based on reviewed evidence records. It may contain errors or omissions.

Follow the publication and DOI links, consult the original works, and make your own judgment about

the evidence.

About this document

This living evidence synthesis was produced through Al-assisted analysis of approved RSRC
publications. Claims are linked to supporting evidence and checked for source consistency. It
may change as the corpus is updated. Readers should consult the cited publications when

making research, policy, or practice decisions.

Current web version: https://romancescamresearch.org/research-insights/attack-methods-and-offender-strategies-

how-offenders-identify-approach-groom-deceive-and-exploit-targets
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